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2w, What is the execution flow of a program?

e It follows a specific path in its Control Flow Graph (CFG).
» The CFG is a graph that shows all the legitimate paths of a program.

o Example:

int isabsequal (int x, int y)

if(x ==y)
return 1;

else if (x == -y)
return -1;

else
return 0O;

end if;

} out

return

return
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M: Why is it necessary to guarantee the execution flow?

@ x is different than y J

int isabsequal (int x, int y)

if(x ==y)
return 1;

else if (x == -y)
return -1;

else
return 0;

end if;

}

return

return
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M: Why is it necessary to guarantee the execution flow?

@ x is different than y ]

int isabsequal (int x, int y)

if(x == y) ,

return 1;
else if (x == -y)
return -1;
else
return 0;
end if;

}

return

return

@ Hardware attacks: Fault Injection Attacks (FIA) [2]. ]
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M: Why is it necessary to guarantee the execution flow?

@ x is different than y ]

int isabsequal (int x, int y)

if(x == y) ,

return 1;

else if (x == -y)
return -1; return

else
return 0;
end if;

}

return

out

@ Hardware attacks: Fault Injection Attacks (FIA) [2]. ]

Anthony ZGHEIB A CCFI verification scheme based on the RISC-V Trace Encoder April 3rd, 2023 3/23



/M; Control Flow Integrity (CFIl) approach

@ It checks a program execution flow and detects if it is correctly executed and not
altered by software or physical attacks.
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7% _ CFI Limitations

Une école de IMT

@ FIA on instructions between two discontinuity ones.

e E.g. by corrupting the reading addresses of x or y values.
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= Code and Control Flow Integrity (CCFIl) approach

Saint-Etienne

Une école de IMT

@ In addition to CFI features, CCFI detects FIA on Basic Blocks (BB).
@ It checks the integrity of all executed instructions.

out @

1 BB is a set of successive instructions where their execution is done consecutively and in order.
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@ A new CCFI scheme based on the RISC-V Trace Encoder (TE)
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in

@ Embedded debug module designed by RISC-V foundation [7].
@ Used by developers for debug purposes.

/M;j/ A new CCFI scheme based on the Trace Encoder (TE)

@ It compresses, at runtime, the sequence of discontinuities executed by the RISC-V
core into trace packets.

Integrated circuit (FPGA/ASIC)

|y

User Application Uploading Binary l
. — ; “—» RISC-V core P1Trace Encoder]
Binary Code File Executed Instructions

Anthony ZGHEIB

I And Pipeline Signals

A CCFI verification scheme based on the RISC-V Trace Encoder

>
Sent Packet |

Debug Tool

Reconstruction of
the program flow

April 3rd, 2023
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%% Functionality - TE - Example

Une école de IMT

from the binary code) is executed, e.g: a return instruction.

@ A packet is sent when an unpredictable discontinuity (target address is not knownJ

PC Instruction Assembly Code
0x22c 00008067 ret
0x374 00412783 lw ab,4(sp)
0x378 78713 addi a4,ab,-1
0x37c 00e12223 sw ad,4(sp)
0x380 fa0796e3 bnez a5,32c
0x384 00000793 li a5,0
0x388 00078513 mv a0,ab
0x38¢c 02010113 addi sp,sp,32
0x390 00008067 ret
Ox3ac 00050793 mv ab,al

Anthony ZGHEIB

Sent Packet
| Reported_Address=0x374

Sent Packet
[ Branches=1, Branch_Map=1, Reported_Address=0x3ac |

A CCFI verification scheme based on the RISC-V Trace Encoder April 3rd, 2023 9/23
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M/‘f A co-design CCFI verification system based on the TE

Saint-Etienne

Une école de IMT

Lo |
Uploading Binary
File » RISC-V core P Trace Encoder | | Debug Tool
Executed Instructions Sent Packet |
[ And Pipeline Signals

Reconstruction of
the program flow

| Executed Instructions
|

|

Uploading Binary. »| RISC-V core And Pipeline Signals o |

File | = |
|

|

|

Instruction Sent Packet

|
|
| Memory Index
Storing Metadata

In Memory |
! Static Data
| (Code Discontinuities) |
RISC-V modules [ CCFI modules Debug module
| - o S g
N s
Software Hardware
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Enhancement of the TE

@ A packet is sent after each discontinuity, not just after unpredictable instructions.
@ A BB hash computation module based on a MISR [6] is integrated. J

BB,

BB,

PC Instruction Assembly Code
0x22c 00008067 ret
0x374 00412783 lw ab,4(sp)
0x378 78713 addi a4,a5,-1
0x37c 00e12223 sw ad.4(sp)
0x380  fa0796e3 bnez ab,32c
0x384 00000793 li a5,0
0x388 00078513 mv a0,ad
0x38¢c 02010113 addi sp,sp,32
0x390 00008067 ret
0x3ac 00050793 mv ab,al

Anthony ZGHEIB

== Sent Packet

[ Reported_Address=0x374, BB Signature=0x14d5698b |

== Sent Packet

Branches=1, Branch_map=1, Reported_Address=0x384,
BB, Signature = 0xdd6294b1

== Sent Packet

| Reported_Address=0x3ac, BB, _Signature=0x041caa95 ‘

A CCFI verification scheme based on the RISC-V Trace Encoder April 3rd, 2023 11 /23
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/M;j TE-based CCFI solution features

Saint-Etienne

Une école de IMT

Solution characteristics

@ Verification process starts when a packet is sent.
@ Navigation through static data and constitution of the program'’s followed path.

PACKET CONTENT
Reset_i  Clock_
e Branches =1 hi' ! 1 ! o BRAM.Signature=0xdd6294b1
« BRAM_Add 380+
e Branch_.map=1
e Reported_Address=0x384 r _FH; —| r _IH; _|
Packet i —— vl (O
o BB, Signature= 0xdd6294b1 e Pl (packets) | I(Shadow Stack)|

RAM t

Index : Content
@
i - et Metads o | Packet Extraction
3B : 00000328 04c0006f  003E + 00000000 i rocess > Process
PC Instruction J Index Unused @ @
Basic Block 1 'y
3B fa0796e3  003C  18d05141 041caa9s Packet.emitted @ Finite State Machinel | Check Tategrity » Error-o
acket_emitted_i L (FSM) Process
Instruction Index  Hash signature Hash signature
JfBr i Br Taken Basic Block 2
Taken £ =2 Configurable modules
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%:_ Example - Memcmp Function

Saint-Etienne

Une école de IMT

@ It compares the values of two arrays. ]
int memcmp(const void #srcl, const void #src2, PC  Instruction Assembly Code
uint32_t n) { 0x32¢ 01c12783 lw ab, 28(sp)
unsigned char *sl = (unsigned char x) srcl;
unsigned char xs2 = (unsigned char %) src2; 0x374 00412783 Iw a5,4(sp)
BB,| | ox378 78713 addi ad,ab,-1
{ 0x37¢ 00e12223 sw a4,4(sp)
I (v51 1= %52) { 0x380 fa0796e3 bnez a5,32c
: 0x384 00000793 li a5,0
return sl — *s2; }
sl++; Sent Packet
s24++; } Branches=1, Branch_map=0, Reported _Address=0x32c,
return 0; } BB _Signature = 0xdd6294b1
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%:_ Example - Memcmp Function

Saint-Etienne

Une école de IMT

@ Simulation of a FIA (4 bitflips) on a Iw instruction. |
int memcmp(const void #srcl, const void #src2, PC  Instruction Assembly Code
uint32_t n) { 0x32¢ 01c12783 Iw a5, 28(sp)
unsigned char *sl = (unsigned char x) srcl;
unsigned char *s2 = (unsigned char x) src2; 0x374 00000793 li a5,0
BB, 0x378 fH78713 addi ad,ab,-1
while (n_J]{ 0x37c 00e12223 sw ad,4(sp)
T (rsl 1= %s2 0x380 fa0796e3 bnez a5,32c
! sl 1="4s2) { 0x384 00000793 Ti 25,0
return sl — *s2; }
sl++; Sent Packet
s2++; } Branches=1, Branch_map=1, Reported_Address=0x384,
return 0; } BB, Signature = 0xdf6b9431
o FIA detection (0xdf6b9431 # 0xdd6294b1) J
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© Covered threats
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e Covered threats

Une école de IMT

e Packet Content Without FIA

— Reported_address: PCy

BBy
—FampPCSr Jump PC;

— Reported_signature: signature of BBy

PO
e Packet Content With FIA
— Reported_address: PCs
PCS_ — Reported_signature: signature of BB,

Covered threats
@ Corruption of any discontinuity instruction.

@ Faults on any instruction of the BB (e.g. changing the return address of a call).
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Une école de IMT

e Packet Content Without FIA

Functl

— Reported_address: PCy + 4

— Reported_signature: signature of BB

PO, g —
oy + 4—‘\%/

rc, I

e Packet Content With FIA

— Reported_address: PCy

— Reported_signature: signature of BB

Covered threats
@ Corruption of any discontinuity instruction.

@ Faults on any instruction of the BB (e.g. changing the return address of a call).
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e Covered threats

e Packet Content Without FIA

Functl

— Reported_address: PCy + 4

— Reported_signature: signature of BB

PO, RGN —
oL+ 4_\%/

rc, I

o Packet Content With FIA

Reported_address: PCs

— Reported_signature: signature of BB

Covered threats
@ Corruption of any discontinuity instruction.

@ Faults on any instruction of the BB (e.g. changing the return address of a call).

@ FIA on core’s pipeline signals (e.g. ALU_OP, Multiplexers, etc).
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© Solution metrics
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%_ Memory overhead - Benchmarks

Saint-Etienne

mmm Size O1
50% - size 02
s Size O3

IS
S
R

30%

Metadata overhead
3
X

10%

0%

@ Metadata size depends of the application.

@ For simulated benchmarks, metadata-code size ratio ranges from 15% to 55%.
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ﬂ%// Hardware overhead - FPGA implementation

Saint-Etienne

e Simulated RISC-V core: IBEX (645 slices*)
» |SA extension: RV32IM

@ Trace Encoder: 239 slices +
62 slices (enhancement & MISR)

@ Trace Verifier: 170 slices (core) +
15 slices (FIFO/LIFO)

= 185 slices _
Nexys Artix-7 board [1]

@ The TV represents 27,9% in terms of slices
with respect to the TE + IBEX. }

*Slice : four 6-input LUTs, 8 flip-flops, multiplexers and carry units.

A CCFI verification scheme based on the RISC-V Trace Encoder April 3rd, 2023 18 / 23
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@ Conclusion and perspectives
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7z -
e, Conclusion

@ Verification of programs CCFI running on the IBEX core with a RISC-V ISA
RV32IM+C extension.

» Enhancing the TE standard.
» Adding a MISR computation module to the TE.

@ Detection of FIA on any instruction till the IBEX Decode Stage.

20 / 23
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e, Conclusion
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No User Code Modification
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No Pipeline Modification
No Performance Overhead
Backward Edge Protection
Forward Edge Protection

Code Integrity
Code Confidentiality

N AN A RS

~

S
AN RN R RN R RN OFM/S/
AN ENENEN AR SCrp
/8y
| 3| ] x| x[x SC/\F//\?/
Ar,
S{ENEMENEUENENEN ’?/UM/Q/

x| <) x|<[<| <[ <] x| Py,
Ork

R R IR IANENENANAN

Anthony ZGHEIB A CCFI verification scheme based on the RISC-V Trace Encoder April 3rd, 2023 21 /23



24

MINES
Saint-Etienne

Conclusion
N
o S>> ~ <
s & N & $ g S -
$ T &S s &S
S X Q & ~ X G
§ S 1&g ¢ &£ & | &
(2] % % % O < ~ ~
Code Size (%) 141 | 198 | 254 | <30 0 0 0
Performance (%) 110 9.1 17.5 32 <22.7 0 0
Hardware Area (%) 282 | N/A | <2338 10 <20 17 27.9
TV BRAM Size (%) 0 0 0 0 0 4.29 6.25

April 3rd, 2023
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. Perspectives
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@ Verify program's CCFl on the IBEX with the branch prediction feature enabled.
@ Check that instructions are unaltered within the core’s pipeline.
» Control Flow and Execution Integrity (CFEI) verification.

Ibex Core

debug_req_i

e EX Block

D Stag
Decoder B =
) ol l

: I
Controller B opa MULT
oeply |
Reg File x‘.‘% :% addr o
w D
wdata_o
b
———] rdata_i 3z

—

Data Mem

— P =
B o
CFI1 CFEI
CCFI
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