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https://research.ibm.com/blog/127-qubit-quantum-processor-eagle

Introduction

Quantum computers
 |IBM Eagle: 127-qubit quantum computer

Post-quantum cryptography

e Resists quantum computing (in theory)

Side-channel attacks

e Attacks on electronic devices
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Outline

1. Supersingular isogeny key exchange (SIKE)
2. Clustering power analysis of SIKE

3. Countermeasure
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| Section 1

Supersingular
isogeny key
exchange (SIKE)




Elliptic curves 52‘::5?32&’:?]

E,(K)={(x,y) e K?:y? =x3+ax?+x} U {0}
Notations
XY
* |n]P =P+P+--+P
'

[Eventually, [n]P =0 n
forsomen € N*
(the order of P) P
« (P)={|i]P:i € N} R=P+¢Q

As a result, this subgroup is finite Ij
[ ' __UDELSKI
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|lsogenies

Isogeny: surjective mapping of finite kernel between two elliptic curves

Isogeny computation
Pick (P) = {Py, Py, ... } sothat p(P;) = O
= ¢ : E - E/(P)is defined by that!

Degree deg(¢) = #(P) = ord(P)

Smallestn € N*s.t. [n]P = O [

Especially when degree is large... ]
A

Hard problem: Given E; and E,; /(P), find ¢¢ : E; - E, /(P)
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Supersingular isogeny Diffie—Hellman (SIDH)

Party computations

_ pea(Alice)  ParE = E/(S4) ¢p:E — E/(Sg)
1. S =P+ |[sk]Q of order { 325 (Bob)

2. Obtain ¢ from (S) E/{S4) ~ - E/{(Sg)
3. Send E/(S), (P(P): (p(Q) \\\\ ////

E/(Sp) = T E/(Sa)

SIKE  SIDH + Fujisaki-Okamoto \ /
ﬁ{ﬁansformthat makes J E/(SA, SB>

sure that no one cheats
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Three point ladder
Given (Q,P,Q — P), compute efficiently S = P + [sk]Q on E,

Ve

~N

Three point ladder (simplified)

for (i = ©0; 1 < nbits; i++) {
bit = sk[i];
swap = bit ~ prevbit;
prevbit = bit;

@wap_points(P, QmP, swap)ﬂ
xDBLADD(Q, QmP, P, Ea); \\\

SN N

\[ (0.P.0-P) = (210.P +0,Q-P) |
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Vs

swap_points(P, Q, swap) (simplified)

mask = 0 - swap;<::::>Emmk={

0x00000000 if swap =0
OXFFFFFFFF if swap =1

for (1 = ©; 1 < NWORDS_FIELD; i++) {

P->X[1]
Q->X[1]

temp = (mask & (P->X[i] ~ Q->X[i]);

temp N P->X[1];
temp N Q->X[1];
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Section 2

Clustering power
analysis of SIKE
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Side-channel power analysis

Passive known-text attack les

Power consumption linked to I H|| AR
processed data
I

-1 - ‘I ‘II []] | |

Power Consumption [mV]

Exploit link to recover secrets .
* Simple power analysis 7 L
- Differential power analysis o o« HW (data)
o S Y e

Example of a power trace CUDELSK]
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Power analysis of SIKE

Attack on the ECC part of SIKE A single trace contains the n iterations

N\

r

Double-and-add prOCEdUre Three point ladder (simplified)

for (i = 0; i < nbits; i++) {
coord_randomize(Q, P, QmP);

* Correlation power analysis

* Template attack
bit = sk[i];

° ... (X:Y:Z)=(/'lX:/'lY:AZ) (A # 0) Swap = bit ~ pr'evbit;

prevbit = bit;
© Coordinate randomization « )
swap_points(P, QmP, swap);

Swapping procedure ?XDBLADD(Q, Qup, P, Ea);
swap; = sk; @ sk;_; = {2

KUDELSKI
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swap points Difference of Means (swap=0vs. swap=1)

ChipWhisperer (29.54 [MHz]) + LNA (20dB) on STM32F3 (7.37 [MHz])

Difference of means locations

swap_points(P, Q, swap) (simplified) 100 1 -
mask = © - swap; E oo
for (1 = @; i < NWORDS_FIELD; i++) { oo
temp = (maSk & (P‘>X[l] A Q'>X[l]); 0 500 1000 1500 2000 2500
P_>X[i] = temp N P_>X[i]; Sample [Pt]
Q->X[1i] = temp ~ Q->X[1]; 002
} | E 0.00 - |1||,.|I | ||J|l|||
n = 218 sub-traces of swap_points -—=j
0&( What happens Sample [Pt] 1500 2000 2500
L at peaks? KUDELSKI
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Single-sample swap _points leakage

0.02 - °

Significant locations

0.01 -

° mask = @ - swap £ 000- iR LT T L
° temp = (mask & (P->X[1i] ~ Q->X[1i]); oo " ' H i

° P->X[1i] = temp ™ P->X[1]; . | ‘
: min x; + max x; ‘0 = 0 st 2000 2500
Th reShOIdlng H j— l 2 l N powerconsumption!DiStribUtionS - - e
TEERER
. i | _
Key validation 11 | i
1. Move the threshold : NER i i
: i1kl ! 11k
2. Pick the most frequent candidate EEEREEER RN
. 0.00 |
of all the locations 3 A R T
min x; 0 maxx; KyDELSKI
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Clustering power analysis

Cluster relative power samples according to their secret value
[HIM+13, PITM14, NaC17,...]

k-means algorithm

MEthOdOIOgy (Perin et al- 2014) Input: {x; € R} — Collection of samples
1. Leakage assessment (k-means)

Assign x; to cluster 0 < j < k at random
repeat
Compute the mean of all clusters u;

Points of interest selection
Key recovery (fuzzy k-means)

until no y; changes

1
2
3
4, Assign x; to cluster j = argminosj<k|xi — uj|
5
6. return final cluster arrangement of x;

> W N

Key validation

k-means is used with k = 2

(i.e., swap =0, swap =1)
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Clustering power analysis in frequency

© Pre-process traces with a Fourier transform

200
0.02
>
100 +
0.01 ~ || |I||I| Il
0+ m| N RN " L TR L A AT Aol A "
= U.‘O 0:2 0:4 0.‘6 0.‘8 l.IO 1:2 l.l4
8 0.00 +— g REHINN L RIRL VRGN DRI YU R e S A e s e 2 0 Freque ncy [Hz] le?
10 +
—0.01 A
5 4
=
—0.02 3 oA ;..,,rllr.,l.u.ll.lu..l....._.u T ST DO TR T I B
T T T T T T 59
0 500 1000 1500 2000 2500 ‘ | | ‘ ‘ | | |
0.0 0.2 0.4 0.6 0.8 1.0 1.2 1.4
Frequency [Hz] le7

Sample [Pt]

Leaking frequencies 0.74 [MHz], 0.93 [MHz], 2.41 [MHz],
ﬁ{ 3.33 [MHz], 4.07 [MHz], 8.13 [MHz],

Frequencies at which
clustering is 100% distinct

8.32 [MHz], 10.72 [MHz], 11.46 [MHz]
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Clustering power analysis with wavelet

. e No, but still
@ Does the success rate improve with isolated frequency band? ©, BHE SH
fewer samples

Wavelet transform as a filter to keep lower frequencies of signal

1.00 1.00

0.75 - 0.75 -

0.50 - I R R S S S R I @ 0.50 -

0.00 1— 1 ; ; ; || ; 0.00 -L ! | : : . ; 1
0 2000 4000 6000 8000 10000 12000 0 10 20 30 40 50 60

1.00 1.00

0.75 4 1 | 0.75 T

0.50 | ' | T .- .- & 0.50 - ‘

0.25 1 1 0.25 1

L ] g 0 1
0 500 1000 1500 2000 2500 3000 0 2 4 6 8 10 12 14 16

Sample [Pt] Frequency [MHz]
Success rate of clustering (at each timing) Success rate of clustering (at each frequency)
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Section 3

Countermeasure
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Secure swap points

Suppose a, b are words that need to be swapped depending on swap

_ (600000000 if swap = 0
Before After e m = {OXFFFFFFFFifswapzl ]

ml ifswap =20

0x00000000 if swap =0
mask = .
—mlif swap =1

OXFFFFFFFF if swap =1
2. temp =mask & (a® b)
a = temp@a
4. b = temp @b

1. Draw m1l;m2 uniformly s.t. m2 = {

templ =ml & (a @ b)
temp2 =m2 & (a @ b)
a= (templ @ a) @ temp2
b = (templ @ b) @ temp2

w
e W

©  Split mask into two random shares

KUDELSKI
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Secure mask computation

How do you obtain such m1 and m2?

swap
= Two’s complement (i.e., =x = —(x + 1))
Instructions
32 32 o { ml if swap =0
1.  ul = randombytes(4) & OxFFFFFFFD | mlifswap =1
2. ml = randombytes(4) & OXFFFFFFFE
3. u2 = ul + swap
4. r = ml + swap m2 = (ml + swap)(1l — 2 - swap)
5. ul=ul+1 = ul(ml + swap) — u2(ml + swap)
6. ul = ul Xr
7. u2 = u2 + swap whereul —u2=1-2-swap
8. U2 =u2Xr
9. m2 = ul — u2

i eserved
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t-test (swap=0vs. swap=1, N = 1000)

ChipWhisperer (29.54 [MHz]) + LNA (20dB) on STM32F3 (7.37 [MHz])

ﬁz = 10 1
= =,
= 17 Nennrn IR c 87
.E [ [T IR | (11 -E
'E;_D— E-ﬁ_
£ RN :
E 54_
S ]
O —7 - 5 24
g =
: 31 5
(o & A4

T T T T T T
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