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Countermeasures

Power consumption independent of intermediate variables
= Hiding
= Masking

Limit usage of secret key
= Fresh re-keying
= (Sometimes) leakage resilient cryptography
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Keymill

Side-channel resilient key generator [TRS16] (SAC 2016)
Inspired by fresh re-keying [Med+10]

“ ..secure against SCA attacks inherently by design without
requiring any redundant circuit” [TRS16]

We show a side-channel attack
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Fresh Re-keying [Med+10]
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Keymill [TRS16]
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Keymill [TRS16]
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Part Il

Side-Channel Attack
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Attack Rationale

“Essentially, the adversary cannot make an accurate estimate
about the data-dependent power changes in the structure
unless he makes a correct hypothesis over the entire secret
key.” [TRS16]

ldea: recover internal differences instead of values

Require that IV can be controlled

6/25



www.iaik.tugraz.at m

Power Consumption of a Shift-Register [ZH14]

Assume shift register build out of D-flip-flops
For D-flip-flops power consumption higher if state changes

Hence power consumption depends on HD of two states
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Example: Power Consumption of a Shift-Register

So

S

3 registers change state
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Example: Power Consumption of a Shift-Register

So

51

2 registers change state
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Power Consumption of a Shift-Register

Power consumption reaching state S; higher than S
= First two bits in S§ equal
= First two bits in Sy different

Learn information even if Sy unknown
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Feedback Shift Register

In both cases same input to Fy
So we expect a similar power consumption
Only difference in first bit of shift register

Learn in which case the first two bits are different
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State Recovery for FSRs

Idea: recover internal differences instead of values
Record power trace for IV 0000000, 1000000, 0100000, ...

Compare power consumption of zero IV with others when 1 is
absorbed

Learn internal difference of all zero IV at each position

Guess of 1 bit reveals all other bits
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Keymill

15/25



www.iaik.tugraz.at m

Keymill

Registers have 31 bits, 32 bits, 32 bits and 33 bits
Can recover all internal differences

Results in 2 possible values per register

24 values in total

Key can be recovered since feedback functions are nonsingular
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Feedback Functions

Fo(S) = So + S + S5+ S + S15 + S17 + S18 + Soo + So5 + SgS1s + SgSe0
+ 512521 + S14S19 + S17S21 + S20S22 + S4512522 + 54519522
+ 57820521 + SgS18S22 + SgS20522 + 12519522 + S20S21 S22
+ 5457512521 + 5457519521 + S4512521522 + 54519521522
+ 5758518521 + S7S58520521 + 57512519521 + SgS18521 S22
+ 88520521522 + S12519521 S22
F1(S) = FQ(S) = 80 + S3 + S17 + Soo + Sog + S2S13 + S5S19 + S7S19
+ SgS12 + SgS13 + 513515 + 52512513 + S7S8S12 + S7S8514
+ 58512513 + 5257512513 + 5257513514 + 54511512524
+ 5758512513 + S753513514 + S457511512524 + 5457511514524
FQ(S) = 8y + Sp + S7 + Sg + S10 + S15 + Sp3 + So5 + S30 + S8S15 + S12S16
+ S13515 1 S13S25 + S153514 + S158S18 + SgS12516 + S3S14S18
+ SgS15S16 1 S8S15517 + S15517524 + S1S8514517 + S158517S518
+ 51514517524 + S1517518S24 + SgS12516517 + S8S14S17S18
—+ S8515516517 + 512516517524 + 514517518524 + S15516517524
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Part IlI

Practical Evaluation
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The noise

Distinguish power consumption for input change
Noise level small enough to distinguish
Average traces and filter the noise

If IV cannot be repeated iterate over last bits of IV
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Practical Evaluation

Evaluated FPGA implementation of Keymill
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Countermeasures Against the Attack

Use of random IVs

= Recovery of a fraction of the bits still possible

Clock several times between injection of 1Vs

= Limits number of differences an attacker can learn

Straightforward application of attack not possible

No guarantee that more sophisticated attacks do not work
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Part IV

Cryptographic Considerations
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The Small State of Keymill

Internal state 128 bits
Allows for time-memory trade-off attacks

If an attacker can control plaintext

21/25



www.iaik.tugraz.at m

Recovery of Internal State

1V
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Attacker
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Recovery of Internal State

Precalculated List
1%
State C
ac359f | 00589f
03689c | 0lcadl IK—~ KsG
887597 labd59
: Attacker
: KT
cf8765 | f1c897
fa8633 | fa9855 E
00c5a9 faec359
Reader Tag
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Recovery of Internal State

Precalculated List
1%
State C
ac359f | 00589f
03689c | 0lcadl IK—~ KsG
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Recovery of Internal State

Precalculated List —C'
1%
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Recovery of Internal State

Precalculated List —C'
v
State C
ac359f | 00589f fe——07 (' «*+—r
03689c | 0lcadl IK—~ KsG
887597 | labd59 [— R —»
: Attacker
; K
cf8765 | f1c897
fa8633 | fa9855 ——-1 P ——-IZI—/
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Reader Tag
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Recovery of Internal State

How big is the list?

How many online queries?
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Recovery of Internal State

How big is the list?

How many online queries?

www.iaik.tugraz.at m

list entries

online queries

total complexity

2n/4
2n/3
2n/2
22n/3
23n/4

23n/4
22n/3
2n/2
on/3
2n/4

23n/4
22n/3
2.2n/2
22n/3
23n/4

23/25



www.iaik.tugraz.at m

Conclusion

Seems that Keymill is not inherently secure against SCA
Probably larger internal state needed
Can Keymill be tweaked to make it more secure?

Are additional countermeasures always required?
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Thank you
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