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against side-channel analysis

Zmasked = Z �M1

Sensitive Value

Random Number

Z = Zmasked �M1

Masking Scheme

- How to compute 
on the shares

- How to share 
a sensitive value

- Assumptions on the 
device’s leakage behavior
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Zmasked

Mask refreshing

Violated assumption

Early propagation and glitches 
deteriorate the effect of masking

Delay on M2 unmasks Z
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component functions 
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Leakage of the different 
shares need to be 
independent
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Crosstalk couples different shares

d is proximity
Substrate A is area

L(x1, x2) L(x2, x3) When coupled:  L(x1, x2, x3)
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Proximity leads again to coupling  

Realistic assumption
proximity leads to coupling

Proximity leads to stronger 
coupling through power lines

7



Masking
What can go wrong?

Sources of coupling
Proximity of shares

Detecting coupling in practice
Leakage is observable

Implications

Does coupling affect the security 
of masked implementations?



TI of KATAN-32 with 3 shares 
is used in our experiments

Low complexity of 
the nonlinear layer 
results in lower 
switching noise

8



TI of KATAN-32 with 3 shares 
is used in our experiments

and we expect this 
makes coupling 
easier to detect

Low complexity of 
the nonlinear layer 
results in lower 
switching noise
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KATAN-32 TI VHDL

Synthesis
KEEP_HIERARCHY

NGC Netlist

Place & Route

Avoiding optimizations over share 
boundaries is important for security
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Secure KATAN-32 TI
bitstream

(No Leakage)
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Share 1
Share 2
Share 3

AND/XOR Share 1 & 2
AND/XOR Share 2 & 3
AND/XOR Share 3 & 1
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Place & Route
PROHIBIT

Insecure KATAN-32 TI
bitstream

(Leakage)

Bringing shares in close proximity 
is expected to lead to coupling

KATAN-32 TI VHDL

Synthesis
KEEP_HIERARCHY

NGC Netlist

Place & Route
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Secure KATAN-32 TI
bitstream

(No Leakage)
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Share 1
Share 2
Share 3

AND/XOR Share 1 & 2
AND/XOR Share 2 & 3
AND/XOR Share 3 & 1

13Shares are put in the lower right corner of the FPGA
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The FPGA is a black box
Can we be sure?
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Coupling becomes more prominent 
in smaller technology nodes

65nm
SASEBO-GII

45nm
SAKURA-G

28nm
SAKURA-X

90nm
SASEBO-G

What can we expect for modern 
and future platforms?  

2004
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The influence from coupling is observable 
but pinpointing exact source is hard
and many open questions remain.

Does Coupling Affect the Security of 
Masked Implementations?
It might ...

- Is key retrieval possible?

- What about implementations with 2 shares (d+1)? 

- Technology? ASIC vs FPGA?

(marginally)

- How to implement masking schemes securely?
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