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22 Contributions

• Taped-out ASIC named ZORRO

• Three distinct architectures of SpongeWrap-based 

AE algorithm

• Secured against DPA attacks

• 3-Share (Bertoni et al. [1])

• 3-Share* (re-masking, Bilgin et al. [2])

• 4-Share (Bilgin et al. [2])

• Additional hiding countermeasure

• Design goal: low area

• Smallest architecture: 14 kGE
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33 Contributions

• First DPA results

• Unprotected <      100 measurements

• Hiding 1 < 300 measurements

• Hiding 15 <   5 000 measurements

• 3-Share, HO-CPA ~ 70 000 measurements
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44 Motivation

• Provide authenticity, integrity, and confidentiality 

services for resource-constrained devices

• Use well-analyzed algorithm (SHA3)

• KECCAK-f permutation

• SpongeWrap mode

• Protection against implementation attacks required

• Secret Sharing

• Hiding

• Develop an ASIC chip as an evaluation platform for 

DPA countermeasures: ZORRO
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55 SpongeWrap Mode

r = 1088 bits

c = 1600 - 1088 =   512 bits

|K| =   256 bits

|A0| = 1088 - 256 =   832 bits
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66 Hardware Architecture of ZORRO

• AE algorithm based on KECCAK-f[1600]

• Evaluation platform for DPA countermeasures

• Three independent threshold implementations

• Random initialization values received from outside
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77 Hardware Architecture of ZORRO

• RAM macro cell to store state

• Modified round schedule
𝑅1 = 𝜃 × 𝜌 𝑅2…24 = 𝜋 × 𝜒 × 𝜄 × 𝜃 × 𝜌 𝑅25 = 𝜋 × 𝜒 × 𝜄

• Lane unit and slice unit
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88 Results: Hardware Figures

• UMC 180nm CMOS technology

• Area breakdown after synthesis for 5ns
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99 Results: Hardware Figures

• Comparison with related work
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1010 Results: Hardware Figures

• Tapeout version of ZORRO

• DFT circuitries added

• Area increase < 5%

• 3-Share 14.0 kGE

(+630 GE)

• 3-Share* 14.5 kGE

(+560 GE)

• 4-Share 17.0 kGE

(+810 GE)
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1111 Results: Power Analysis

• Measurement setup
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1212 Results: Power Analysis

• First power trace (plain core)
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1313 Results: Power Analysis

• Target of the attacks: 1st 𝜃 step

• Initial state 

𝑆𝑖𝑛𝑖𝑡 = 𝐾||𝐴0

• State after slice-based transform in round 1 

𝑆1 = 𝜃(𝐾||𝐴0)

• Power model 

𝑃𝑀 = 𝐻𝐷(𝑆𝑖𝑛𝑖𝑡, 𝑆1)
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1414 Results: Power Analysis
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Mode ti Win. 𝝆𝒄 𝑵𝒕𝒓

Normal 1 0.700 <100

Hiding 1 16 N

Y

0.049

0.237 285

Hiding 2 24 N

Y

0.031

0.160 625

Hiding 15 128 N

Y

--------

0.057 4 925

MM 3-Share 0.016 70 000



1515 Results: Power Analysis

• 3rd order CPA

• Centralized product 

combining [4]

• Similar results for 3-

Share*
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1616 Results: Power Analysis

• 3rd order CPA

• Centralized product 

combining [4]

• Similar results for 3-

Share*
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1717 Conclusion & Future Work

• Taped-out ASIC named ZORRO

• DPA-countermeasure evaluation platform

• First DPA-attack results

• 3rd order CPA – 70 000 measurements

• Analyze 4-Share architecture

• Target 𝜒 step – differences between 3-Share and 

3-Share* architecture?

• Leakage assessment using fixed-vs-random t-test
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