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Towards Evaluating DPA Countermeasures for Keccak on a Real ASIC

Contributions

Taped-out ASIC named ZORRO

Three distinct architectures of SpongeWrap-based
AE algorithm

Secured against DPA attacks
3-Share (Bertoni et al. [1])
3-Share* (re-masking, Bilgin et al. [2])
4-Share (Bilgin et al. [2])
Additional hiding countermeasure
Design goal: low area
Smallest architecture: 14 kGE

Thomas Korak, IAIK
14.04.2015
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Contributions

 First DPA results

 Unprotected
* Hiding 1
« Hiding 15

 3-Share, HO-CPA

Thomas Korak, IAIK
14.04.2015

< 100 measurements
< 300 measurements
< 5000 measurements
~ /0 000 measurements
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Motivation

* Provide authenticity, integrity, and confidentiality
services for resource-constrained devices

* Use well-analyzed algorithm (SHAS3)
« KECCAK-f permutation
* SpongeWrap mode
* Protection against implementation attacks required
e Secret Sharing
« Hiding
« Develop an ASIC chip as an evaluation platform for
DPA countermeasures: ZORRO

Thomas Korak, IAIK
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SpongeWrap Mode
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associated-data processing

1088 bits
512 bits
256 bits
832 bits

encryption phase (message processing)

Y
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tag output
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' Hardware Architecture of ZorRRO
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« AE algorithm based on Keccak-f[1600]

« Evaluation platform for DPA countermeasures
 Three independent threshold implementations

« Random initialization values received from outside
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Hardware Architecture of ZorRRO

« RAM macro cell to store state

« Modified round schedule
Ri=0Xp Ry r0=TTX)YyX1X0Xp Rys=mXyXt

« Lane unit and slice unit
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' Results: Hardware Figures

« UMC 180nm CMOS technology
« Area breakdown after synthesis for 5ns

Area [GE] Area [%]

Component

3-Share 13’370 30.5
Datapath & FSM 7'300 16.7
RAM 4’680 10.7
LFSR 300 0.7
Slice UnitLin 480 1.1
Others 610 1.3

3-Share” 13°940 31.8

4-Share 16’190 37.0

[/O Interface 320 0.7

ZORRO Total 43’820 100.0

Thomas Korak, IAIK
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ﬂ Results: Hardware Figures

« Comparison with related work

Source Techn. Area fiiax Perf.1
lnm|  [GE| |MHz| [Cycles|
Designs w/o DPA Countermeasures
Pessl and Hutter [3|* 130 5522 61 22'570
Bilgin et al. [2]§ 180 107800 HhHb 1’600
ZORRO in Normal Mode? 180 13'370 200 217888
3-Share-Secured Designs w/o Re-Masking
Bertoni et al. [1]° 130 957000 200 72
ZORRO 3-Share Architecture? 180 13'370 200 1137184
3-Share-Secured Designs w/ Re-Masking
Bilgin et al. [2]® 180 337100 HH3 1625
ZORRO 3-Share Architecture? 180 13'940 200 113’184
4-Share-Secured Designs
Bilgin et al. [2]§ 180 437100 Hh72 1’600
ZORRO 4-Share Architecture * 180 167190 200 149640

T Krccak-f permutation ¥ Block size of 1088bits % Block size of 1024 bits

Thomas Korak, IAIK
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Results: Hardware Figures

e Tapeout version of ZORRO
« DFT circuitries added
« Areaincrease < 5%

Thomas Korak, IAIK
14.04.2015

3-Share

3-Share*

4-Share

14.0 kGE
(+630 GE)

14.5 kGE
(+560 GE)

17.0 kGE
(+810 GE)



Towards Evaluating DPA Countermeasures for Keccak on a Real ASIC

Ty,

Results: Power Analysis

 Measurement setup
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Results: Power Analysis

« First power trace (plain core)
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Results: Power Analysis

Target of the attacks: 15t 8 step

Initial state
Sinit = K||Ag

State after slice-based transform in round 1
51 = 0(K|[Ap)

Power model
PM = HD(Sinit, S1)

Thomas Korak, IAIK
14.04.2015



Towards Evaluating DPA Countermeasures for Keccak on a Real ASIC TU

Grazm

Results: Power Analysis
S I 78 P P

Normal 0.700 <100
Hiding 1 16 N 0.049

Y 0.237 285
Hiding 2 24 N 0.031

Y 0.160 625
Hiding 15 128 N -

Y 0.057 4925
MM 3-Share 0.016 70000

Thomas Korak, IAIK
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Results: Power Analysis
S I 78 P P

Normal
Hiding 1 16
Hiding 2 24

Hiding 15 128

MM 3-Share
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<2 <2 <Z2

0.700 <100
0.049
0.237 285
0.031
0.160 625
0.057 4925

0.016 70000 -

3'd order CPA
Centralized product
combining [4]
Similar results for 3-
Share*
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Results: Power Analysis
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Similar results for 3-
Share*
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Conclusion & Future Work

Taped-out ASIC named ZoRRO
DPA-countermeasure evaluation platform
First DPA-attack results

« 3" order CPA - 70 000 measurements

Analyze 4-Share architecture

Target y step — differences between 3-Share and
3-Share* architecture?

Leakage assessment using fixed-vs-random t-test

Thomas Korak, IAIK
14.04.2015
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