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Overview of STA

STA are profiled attacks aimed at key recovery using a single trace.
STA consist of two phases:

@ extracting the side-channel information from traces (i.e., profiling)

@ exploiting the available leakage in order to recover the secret key

In this talk, we focus on the exploitation phase.
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Overview of STA

STA attacks:

@ involve directly interpreting power consumption measurements

@ exploit key-dependent differences (patterns) within a trace

General assumptions:

@ precise knowledge about the targeted implementation
@ (identical) training device available

‘Classification’ of STA attacks:

@ Enumeration-based attacks
@ Solver-aided attacks: ASCA, TASCA, Grobner basis

In this talk, we focus on enumeration-based attacks.
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Overview of STA

STA attacks crucially rely on the ability to extract side-channel
information from traces.
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Assume the 8-bit Hamming weight (HW) leakage model.
Q If w=HW(v) (the HW of an intermediate value) is known,
|PossibleValues(v)| = (fv)

@ In practice, w € S = {wy, wa, ... ws} (uncertainty about
measurements due to noise) and thus [PossibleValues(v)| = 3=, (2)

Wi
In a nutshell:

@ STA attacks target multiple intermediate values (i.e., subkeys)

@ leakage corresponding to each intermediate value is represented as a
set (currently: |S| =5)

© the attack closely follows the encryption function
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Motivation

Why these ciphers?
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Why these ciphers?

© AES and PRESENT have been standardized
KLEIN and LED share features with AES, respectively PRESENT
@ Publicly available 8-bit implementations:
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Motivation

Why these ciphers?

© AES and PRESENT have been standardized
KLEIN and LED share features with AES, respectively PRESENT

@ Publicly available 8-bit implementations:

©® http://perso.uclouvain.be/fstandae/lightweight_ciphers/
@ http://led.crypto.sg/software

Why STA?

@ realistic attack scenario

@ robust attacks w.r.t. noise tolerance
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Overview of Ciphers

Table: Overview of cipher characteristics

Key size | Block size | # rounds Existing key
schedule?
AES 128 128 11 yes
KLEIN 64 64 12 yes
PRESENT 80 64 32 yes
LED 64 64 8 no
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Overview of Ciphers

¢ SECRETKEY

SubBytes SubNibbles sBoxLayer

ShiftRows update Fey Rotliibbles
¥ixColums Mixllibbles
dRoundKe v

ROUNDKI

ROUNDKEY

1

SubBytes Sublibbles
ShiftRous pdate ey Rotllibbles
MixColumns MixNibbles

SubBytes

ShiftRovs

(b) kLem (c) presenT (d) ceo

Figure: Overview of encryption algorithms
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Overview of Ciphers
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Figure: The first encryption round. The byte mixing layer acts on a 4-byte ‘block’
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Assessing the Vulnerability to STA

Because of the diffusion properties of the byte-mixing layer,
enumeration-based STA attacks target only the first encryption round.
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Because of the diffusion properties of the byte-mixing layer,
enumeration-based STA attacks target only the first encryption round.
The key addition and substitution layers can be attacked using
pre-computed lookup tables, i.e. 1-byte subkeys.

Let ByteSet;,i = 1...4 be the key candidates that match the key addition
and substitution leaks of a ‘block’.

V. Banciu, E. Oswald, C. Whitnall Exploring the Resilience of Some Lightweight Ciphers 10 / 21



Assessing the Vulnerability to STA

Because of the diffusion properties of the byte-mixing layer,
enumeration-based STA attacks target only the first encryption round.

The key addition and substitution layers can be attacked using
pre-computed lookup tables, i.e. 1-byte subkeys.

Let ByteSet;,i = 1...4 be the key candidates that match the key addition
and substitution leaks of a ‘block’.

STA attacks boil down to targeting the byte mixing layer, i.e. 4-byte
subkeys.

We have generated 100 plaintext and secret key pairs and simulated
encryption and leakage using the cipher suite.

The reported results are averaged out over this set.
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Assessing the Vulnerability to STA

Algorithm 1 MixColumns (used by AES and KLEIN)

Input: iny,ino,ins, ing

Output: outy, outs, outs, outy

1. Tmp < iny & iny & in3 @ ing;
2. fori=1—4do

3 Tm < in; @ inj41;

4: Tm < xtime(Tm);

5 out; < inj ® Tm® Tmp;
6: end for
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Assessing the Vulnerability to STA

Algorithm 1 MixColumns (used by AES and KLEIN)

Input: iny,ino,ins, ing

Output: outy, outs, outs, outy

1. Tmp < iny & iny & in3 @ ing;
2. fori=1—4do

3 Tm < in; @ inj41;

4: Tm < xtime(Tm);

5 out; < inj ® Tm® Tmp;
6: end for

MixColumns will leak at most 17 intermediate values
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Assessing the Vulnerability to STA

pLayer will leak at most 12 intermediate values
MixColumnsSerial will leak at most 32 intermediate values
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Assessing the Vulnerability to STA

pLayer will leak at most 12 intermediate values
MixColumnsSerial will leak at most 32 intermediate values

Table: Size of the attack surface (i.e., number of leaked intermediate values)
corresponding to the diffusion layer

AES | KLEIN | PRESENT | LED
‘Basic’ 4 4 4 4
‘Maximum’ | 21 21 12 32
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Attacking the Encryption Round

Algorithm 2 Previous attack strategy.
1. ReducedKeySpace = ()
2: for all K; € ByteSet; do
3 for all K, € ByteSet, do

4: for all K5 € ByteSet; do

5: for all K4 € ByteSet, do

6: if [K1, K2, K3, K4] matches the byte mixing leaks then
7: append [K1, Kz, K3, K4] to ReducedKeySpace

8: end if

9: end for

10: end for

11: end for

12: end for

13: return ReducedKeySpace
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Attacking the Encryption Round

Algorithm 2 Current attack strategy.
1: ReducedKeySpace = ByteSet; x ByteSet, x ByteSet; x ByteSet,
2: filter out ‘rows’ that do not match the byte mixing leaks
3: return ReducedKeySpace
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Attacking the Encryption Round

Why is the current attack strategy better?
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Attacking the Encryption Round

Why is the current attack strategy better?

@ running time: under 5 minutes
@ success rate: 100%
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Attacking the Encryption Round: Results

Table: Reduced key space when targeting the encryption function

HW model HD model
. Setsize | y | 5 1314 512|345
Cipher
AES 3 210 220 223 225 30 215 222 225 226
KLEIN 3 | 29 | 212| 218| 22311 gq | 15| 222| 24| 926
PRESENT 23 | 211 2191 2231 9251 g | 215| 22| 224| 725
LED 2 210 218 221 224 35 216 221 223 225

(a) Targeting the ‘basic’ attack surface
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Attacking the Encryption Round: Results

Table: Reduced key space when targeting the encryption function

HW model HD model
Ciohor Setsize | 1 |5 3| als5 | 1]2|3| a5
AES 1| 1 | 219218 224)) 1 | 1 | 212] 219] 224
KLEIN 1|1 |27 |212] 220 1 | 1 |29 |24 22
PRESENT 1| 128|212 220] 1 | 1 |210] 213] 222
LED 1|1 [ 25211219 1 | 1 |27 2132

(a) Targeting the ‘maximum’ attack surface
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Attacking the Encryption Round

The size of the reduced subkey space depends on:

@ the set size

@ the number of statistically independent intermediates

and less so on the specific cipher particularities.
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Attacking the Key Expansion

The key expansion algorithms are substantially different w.r.t. their
diffusion properties.

O AES: target 1...5 consecutive round keys

@ KLEIN: target 1...12 (i.e., all) consecutive round keys

© PRESENT: target 32 (i.e., all) round keys (minimal differences
between round keys)

@ LED: no key expansion, uses the same key for all rounds
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Attacking the Key Expansion

The key expansion algorithms are substantially different w.r.t. their
diffusion properties.

O AES: target 1...5 consecutive round keys

@ KLEIN: target 1...12 (i.e., all) consecutive round keys

© PRESENT: target 32 (i.e., all) round keys (minimal differences
between round keys)

@ LED: no key expansion, uses the same key for all rounds
Here, we only present the methodology for the KLEIN key expansion
attack.

We report results for all ciphers. We are targeting the full key and no
longer a 4-byte ‘block’.
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Attacking the Key Expansion
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Figure: Targeting the KLEIN key expansion

It is possible to target 2-byte subkeys and use leakages from as many
rounds as available.
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Attacking the Key Expansion: Results

Table: Reduced key space when targeting the key expansion

HD model
5 1 /2|3 /|45

HW model

Setsize 1121324

# RK
1 258 274 295 2106 2115 260 275 299 210' 2115
10 | 25| 235| 2%8| nal| 30 | 27| 237| 255 n.a.

(a) AES (128-bit key)
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Attacking the Key Expansion: Results

Table: Reduced key space when targeting the key expansion

HW model HD model
Setsize
# RK 1/2 (3|45 1 /2 (3|45
1 235 245 250 257 260 240 248 255 257 261
6 28 215 235 245 255 212 221 237 249 257
12 1 24 220 232 245 1 24 222 237 250

(a) KLEIN (64-bit key)
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Attacking the Key Expansion: Results

Table: Reduced key space when targeting the key expansion

HW model HD model
4 RK Setsize | 4 | 93|45 1]2/3|4a|5s
31 210 216 245 260 273 214 216 245 260 273

(a) PRESENT (80-bit key)
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Attacking the Key Expansion

The attack outcome is influenced by:

Q the set size
@ the number of statistically independent intermediates
© the diffusion rate
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Conclusion

@ We have compared various ciphers w.r.t. their vulnerability against
profiled single trace attacks.
@ We found that mainly two factors influence the attack success:
@ the diffusion properties of a cipher

@ the number of intermediate values occur in a concrete implementation
(i-e., the attack surface)

© Furthermore, particularly light key schedule algorithms are ‘easy’
targets
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Conclusion

@ We have compared various ciphers w.r.t. their vulnerability against
profiled single trace attacks.
@ We found that mainly two factors influence the attack success:
@ the diffusion properties of a cipher

@ the number of intermediate values occur in a concrete implementation
(i-e., the attack surface)

© Furthermore, particularly light key schedule algorithms are ‘easy’
targets

Thank you for your attention!
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