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GLV curves
CRYPTO 2001

2 / 20



Curve endomorphisms

. . .
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Scalar decomposition

4 / 20



Standard curves in OpenSSL

$ openssl ecparam -list_curves

secp160k1 : SECG curve over a 160 bit prime field

secp160r1 : SECG curve over a 160 bit prime field

secp160r2 : SECG/WTLS curve over a 160 bit prime field

secp192k1 : SECG curve over a 192 bit prime field

secp224k1 : SECG curve over a 224 bit prime field

secp224r1 : NIST/SECG curve over a 224 bit prime field

secp256k1 : SECG curve over a 256 bit prime field

prime192v1: NIST/X9.62/SECG curve over a 192 bit prime field

prime192v2: X9.62 curve over a 192 bit prime field

prime192v3: X9.62 curve over a 192 bit prime field

prime239v1: X9.62 curve over a 239 bit prime field

prime239v2: X9.62 curve over a 239 bit prime field

prime239v3: X9.62 curve over a 239 bit prime field

prime256v1: X9.62/SECG curve over a 256 bit prime field

...
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Bitcoin
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ECC in OpenSSL
struct ec_method_st {

int flags; /* Various method flags */

...

/* used by EC_POINT_add, EC_POINT_dbl, ECP_POINT_invert: */

int (*add)(const EC_GROUP *, EC_POINT *r, const EC_POINT *a, const EC_POINT *b, BN_CTX *);

int (*dbl)(const EC_GROUP *, EC_POINT *r, const EC_POINT *a, BN_CTX *);

int (*invert)(const EC_GROUP *, EC_POINT *, BN_CTX *);

/* used by EC_POINT_is_at_infinity, EC_POINT_is_on_curve, EC_POINT_cmp: */

int (*is_at_infinity)(const EC_GROUP *, const EC_POINT *);

int (*is_on_curve)(const EC_GROUP *, const EC_POINT *, BN_CTX *);

int (*point_cmp)(const EC_GROUP *, const EC_POINT *a, const EC_POINT *b, BN_CTX *);

/* used by EC_POINT_make_affine, EC_POINTs_make_affine: */

int (*make_affine)(const EC_GROUP *, EC_POINT *, BN_CTX *);

int (*points_make_affine)(const EC_GROUP *, size_t num, EC_POINT *[], BN_CTX *);

/* used by EC_POINTs_mul, EC_POINT_mul, EC_POINT_precompute_mult, EC_POINT_have_precompute_mult

* (default implementations are used if the ’mul’ pointer is 0): */

int (*mul)(const EC_GROUP *group, EC_POINT *r, const BIGNUM *scalar,

size_t num, const EC_POINT *points[], const BIGNUM *scalars[], BN_CTX *);

int (*precompute_mult)(EC_GROUP *group, BN_CTX *);

int (*have_precompute_mult)(const EC_GROUP *group);

/* ’field_mul’, ’field_sqr’, and ’field_div’ can be used by ’add’ and ’dbl’ so that

* the same implementations of point operations can be used with different

* optimized implementations of expensive field operations: */

int (*field_mul)(const EC_GROUP *, BIGNUM *r, const BIGNUM *a, const BIGNUM *b, BN_CTX *);

int (*field_sqr)(const EC_GROUP *, BIGNUM *r, const BIGNUM *a, BN_CTX *);

int (*field_div)(const EC_GROUP *, BIGNUM *r, const BIGNUM *a, const BIGNUM *b, BN_CTX *);

...

} /* EC_METHOD */;
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Scalar multiplication in OpenSSL

OpenSSL has a very general (and efficient) multi-scalar API:

/** Computes r = generator * n sum_{i=0}^{num-1} p[i] * m[i]

* \param group underlying EC_GROUP object

* \param r EC_POINT object for the result

* \param n BIGNUM with the multiplier for the group generator (optional)

* \param num number futher summands

* \param p array of size num of EC_POINT objects

* \param m array of size num of BIGNUM objects

* \param ctx BN_CTX object (optional)

* \return 1 on success and 0 if an error occured

*/

int EC_POINTs_mul(const EC_GROUP *group, EC_POINT *r, const BIGNUM *n,

size_t num, const EC_POINT *p[], const BIGNUM *m[], BN_CTX *ctx);
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This paper

I Make a GLV method, and use our own mul function pointer

I The function decomposes scalars and wraps EC_POINTs_mul

I Deploy some side-channel countermeasures (2009, 2014
attacks)

Focus on minimally intrusive changes.
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Regular scalar encodings
M. Joye and M. Tunstall (2009)

I NAF is sparse, but has “natural” zeroes. E.g. 31415:

(1, 0, 0, 0, 0, 0,−3, 0, 0, 3, 0, 0,−1, 0, 0,−1)

I We need to fix the weight.

I Need to use the same digit set to maintain compatibility.
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Table lookups
...

int digit = wNAF[i][k];

int is_neg;

if (digit)

{

is_neg = digit < 0;

if (is_neg)

digit = -digit;

if (is_neg != r_is_inverted)

{

if (!r_is_at_infinity)

{

if (!EC_POINT_invert(group, r, ctx)) goto err;

}

r_is_inverted = !r_is_inverted;

}

/* digit > 0 */

if (r_is_at_infinity)

{

if (!EC_POINT_copy(r, val_sub[i][digit >> 1])) goto err;

r_is_at_infinity = 0;

}

else

{

if (!EC_POINT_add(group, r, r, val_sub[i][digit >> 1], ctx)) goto err;

}

}

...
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Software multiplexing
E. Käsper (2011)
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ECDH numbers
ops/sec, Haswell

curve stock GLV GLV∗+RNAF GLV∗+MUX GLV∗+RNAF+MUX
secp160r1 6824.1 — 6222.6 6171.9 6204.4 (-9.1%)
nistp192 5707.6 — 5317.4 5280.6 5198.8 (-8.9%)
nistp224 4077.2 — 3739.0 3785.5 3753.0 (-8.0%)
nistp256 3651.3 — 3296.1 3317.2 3319.5 (-9.1%)
secp160k1 6156.4 9292.0 (50.9%) 8173.8 8214.4 8175.9 (32.8%)
secp192k1 5181.2 7826.9 (51.1%) 6880.4 6864.7 6721.2 (29.7%)
secp224k1 3784.0 5527.7 (46.1%) 4955.4 5004.3 4891.6 (29.3%)
secp256k1 3265.8 4851.1 (48.5%) 4253.3 4276.7 4357.6 (33.4%)
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ECDSA sign numbers
ops/sec, Haswell

curve stock RNAF MUX RNAF+MUX
secp160r1 19256.8 16247.6 16278.3 16244.6 (-15.6%)
nistp192 15968.0 13089.3 13099.0 13079.3 (-18.1%)
nistp224 12954.2 10259.1 10326.3 10348.5 (-20.1%)
nistp256 11067.5 8881.7 8896.7 8872.9 (-19.8%)
secp160k1 18970.1 16131.7 16118.3 16121.2 (-15.0%)
secp192k1 15629.7 12834.8 12819.6 12814.7 (-18.0%)
secp224k1 12676.9 10441.1 10383.2 10352.5 (-18.3%)
secp256k1 10760.9 8708.1 8687.7 8682.9 (-19.3%)
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ECDSA verify numbers
ops/sec, Haswell

curve stock GLV
secp160r1 5526.9 —
nistp192 4623.8 —
nistp224 3353.6 —
nistp256 2912.5 —
secp160k1 5131.7 6676.5 (30.1%)
secp192k1 4251.0 5484.0 (29.0%)
secp224k1 3202.3 4175.2 (30.4%)
secp256k1 2730.8 3672.9 (34.5%)
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ECDH icache view (insecure)
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ECDH icache view (secure)
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ECDH dcache view (insecure)
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ECDH dcache view (secure)

19 / 20



Conclusion

I secp256k1 with side-channel countermeasures now faster than
nistp256 without

I SCA evaluation

I Still not fully constant time

I Three independent patches (two submitted so far)

I Thanks! Questions?

Open position

I Side-channel analysis project

I Seeking a postdoc or DSc student
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