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This Presentation in 60 Seconds
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Background: Synchronous Capture
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Background: Synchronous Capture

Mean Partial Guessing Entropy

Comparison of PGE for Synchronous and ASynchronous Sampling
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Background: Synchronous Capture

Partial Guessing Entropy (PGE) With Varying Clock
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Fig. 8 Results of a CPA attack on a device with oscilla-
tor frequency randomly varying between 3.9 MHz-13 MHz
on each encryption, and no trace synchronization being per-
formed. The Byte N refer to the subkey Partial Guessing En-
tropy(PGE), Average refers to the average of all 16 subkeys.
max(PGE) < 10 shows the metric used in Table 2.
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Background: Clock Recovery
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ChipWhisperer Block Diagram
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Modular FPGA Design

capextend - led_extend (ztex_cw_interface.)
usbextend - led_extend (ztex_cw_interface.v)
tarextend - led_extend (ztex_cw_interface.w)
(= oadc - openadc_interface (GGG epenadcdhdlhdlvopenade_interfacew)

registers_mainct! - reg_main .\ openadaihdhdlvreg_mainay)
registers_openadc - reg_cpenadc (OG0 epenad dhdhhdlvreg_openadcoy)
registers_fiforead - reg_openadc_adcfifo (GG openadcihdlhdlvreg_openadc_adcfifo.y)
genclocks - clock_managment_advanced {00 G Aepenadchhdhhdlspartan®'.clock_rmanagme
demps - demn_phaseshift_interface (00 G vepenadc\hdhhdlspartangidcm_phaseshift_int
clkgenload - dem_clkgen_load (GG openaddihdlhdlspartangt dem_clkgen_load.w)
fifo_top_inst - fifo_top (WA epenadcdhdlhdlspartangififo_top.wv)
registers_serialtarget - reg_serialtarget {..\.\ 0\ Acommeonthdl\serialtargetireg_serialtarget.v)
reg_triggerio - reg_triggerio (G Acommentihdlio_triggerireg_iotriggery)
reg_chipwhisperer - reg_chipwhisperer (.0 Acommenthdlreg_chipwhisperery)
reg_clockglitch - reg_clockglitch (A0 vcommenthdlelockglitehreg_clockglitch.y)
ge - clockglitch_sh (MO AcommonihdPclockglitchhclockglitch_sb.v)
dempsl - dem_phaseshift_interface (000G openad chhdhhdspartandd crn_phaseshift_ir
demps2 - dem_phaseshift_interface (000G openad chhdhhdspartandd crn_phaseshift_ir
registers_usi - reg_usi (.G vcommonthdluniversal_serialvreg_usiov)
registers_iZc - reg_iZc (.G commenthdlhi2dreg_i2e)
ic_sys - ic (GG commenthdli2dnonfreghiicoy)
el ztex 1 11.uck

m

e,

[<]=]

10
AR AN A AP AR AR A AN A A AR A s T i T AR A T A s e AR e A s e s Y A s A



L U i T

Modular FPGA Design

UL interface (ztex_ow_interfaces)
capextend - led_extend (ztex_cw_interface.v)
ushextend - led_extend (ztex_cw_interfacew)
tarextend - led_sxtend (ztex_cw_interface.w)
= cade - openadc_interface (GGG openadahdhdlhopenade_interfacew)
tu_inst - trigger_unit (.G G openadchdhdvrigger_unitoy)
registers_mainct! - reg_main (.G openad hdvhdlreg_mainay)
registers_openadc - reg_openadc (GGG epenaddhdhdlvreg_openadcoy)
registers_fiforead - reg_openadc_adcfifo (G0 openadchhdlhdlvreg_openade_adcfifo.w)
genclocks - clock_managment_advanced (000G openadcihdvhdlspartangtclock_managme
demps - dem_phaseshift_interface (GGG G epenadchdPhdspartangt dom_phaseshift_int
clkgenload - dem_clkgen_load (G000 vopenad dhd vhdlspartang dem_clkgen_load.v)
fifo_top_inst - fifo_top (G000 W epenaddhdZhdlspartangififo_top.wv)
registers_serialtarget - reg_serialtarget (.G commenthdlserialtargetireg_serialtarget.v)
reg_triggeric - reg_triggerico (A commenthd o triggerireg_iotriggery)
reg_chipwhisperer - reg_chipwhisperer (.G vcommonthdlreg_chipwhisperery)
reg_clockglitch - reg_cleckglitch (GG Acommenthdbelockglitchtreg_clockglitch.w)
= ge - clockglitch_s6 (OG0 vcommenthdPclockglitchtclockgliteh_s6.v)
dempsl - dem_phaseshift_interface (G0 G vopenad hdlhdspartangd cm_phaseshift_ir
demps2 - dem_phaseshift_interface (G0 G openad hdlhdspartangd cm_phaseshift_ir
registers_usi - reg_usi [ commoeonthdluniversal_serialireg_usiv)
registers_iZc - reg_iZc (A GG commonthdli2 evreg_i2ew)
ic_sys - iic LA Acommonthdli2cnenfreghiicy)
Fel ztex 1 11.ucf

0=

[=1=]

reg usi registers _usi |
.reset i(reg rst),
.clk (ifelk buf),
.reg address (reg_addr),
.reg_bytecnt (reg_bcnt),
.reg datac(reg datai usi),
.reg datai (reg_datao),
.reg size(reg_size),
.reg_read(reg_read),
.reg write(reg write),
.reg addrvalid(reg addrvalid),
.reg hypaddress (reg_hypaddr),
.reg_hyplen(reg hyplen usi),
.reg stream(),
-u3i_out(usi_out),
.usi_in(usi_in)

)

reg _iZ2c regiscters_iZc |
.reset_i(reg_rst),
.clk(ifclk buf),
.reg address (reg addr),
.reg bytecnt (reg bent),
.reg datac(reg_datai iZec),
.reg_datal(reg_datao),
.reg size(reg size),
.reg read(reg read),
.reg write(reg_wrice),
.reg addrvalidireg addrvalid),
.reg hypaddress (reg hypaddr),
.reg _hyplen(reg hyplen iZc),
.reg stream(),
.5cl(pll _=cl),
.=da (pll_ =da)

11

AR AN A AP AR AR A AN A A AR A s T i T AR A T A s e AR e A s e s Y A s A



L U i T
Hardware Implementation
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Hardware Implementation
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SAKURA-G Version
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Clock Routing

Async
Clock
i Clock _ , .
SMA Connector——p — > S)’l‘lthCSiS —» 4 -
- — _ . > X >
Rear Digital [0 ——» gV — Phase Adjust Samole Clock
Rear Digital 10— W _ 5 {_Sample Cloc
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Clock Phase Adjustment
T
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Glitching Support
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Input Clock

Input Clock

Shifted #1

Shifted #2

Glitch Stream

Phase Shift #1

Glitching Support

Phase Shift #2
‘ Glitch Stream

)]

}D— Glitch
—
Glitch Enable
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Glitching Support

-
Input Clock * 7
Glitch
*— To DUT

Input Clock

Glitch |7
Clock XOR | | ‘
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Partial Reconfiguration

e DCM Blocks:

DCM_SP
— | CLKIN CLKO}—
—{CLKFB CLK90|—
—|RsT CLK180 }—
CLK270}—

cLK2X|—

CLK2X180}—

CLKDV |—

CLKFX}—

CLKFX180}—

—| PSEN STATUS[7:0]}—
—1PSINCDEC  LOCKED}—
—PsSCLK PSDONE |—
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Partial Reconfiguration

Delay Lines

DCM_DELAY STEP() Finest delay resolution, averaged
over all steps.

10 40 10 40 10 40 10 40 ps

Table 59: Switching Characteristics for the Phase-Shift Clock in Variable Phase Mode(1)
Symbol Description Amount of Phase Shift Units

Phase Shifting Range

When CLKIN < 60 MHz, the maximum allowed | £(INTEGER(10 x (TCLKIN — 3 ns))) steps
number of DCM_DELAY_STEP steps for a
given CLKIN clock period, where T = CLKIN
clock period in ns. When using
CLKIN_DIVIDE_BY_2 = TRUE, double the
clock-effective clock period.

When CLKIN = 60 MHz, the maximum allowed | £(INTEGER(15 x (TCLKIN — 3 ns))) steps
number of DCM_DELAY_STEP steps for a
given CLKIN clock period, where T = CLKIN
clock period in ns. When using
CLKIN_DIVIDE_BY_2 = TRUE, double the
clock-effective clock period.

MAX_STEPS(?)

FINE_SHIFT_RANGE MIN gﬂﬁmm;m guaranteed delay for variable phase = +(MAX_STEPS x DCM_DELAY_STEP_MIN) ps

Maximum guaranteed delay for variable phase | +(MAX_STEPS x DCM_DELAY_STEP_MAX) ps
shifting

FINE_SHIFT_RANGE_MAX
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Partial Reconfiguration

* Generate bitstreams for fixed phase shift
— 256 options for each DCM to cover -50% to +50%
— 2 DCMs

* Generate ‘Difference’ Files for internal Partial
Reconfiguration module
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Multi-Target Board

20-Pin Connector
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Programming

AVR/Xmega/MegaCard

. _
AVRISP midl in ISP mode with ATmega328p [EEREE =)

Main | Program | Fuses | LockBns | Advanced | HW Sestings | HW info | Aue |
Device
7| Erase device before flash programming | ey device after programming
Flash

@ npul HEX Fle  ¥e1'\hardware wiclims frmwane\avr-serial simplesenal hex @

chr@ Verfy Raad |

EEPROM

@ Input HEX Fle

Prosgram Werfy Read

ELF Production File Format

input ELF Rile;
Save From: | FLASH | EEFROM FUSES LOCKBITS Fuses and lockbils seftings
miat be specfied before
Program | | Sava | saving to ELF

Eraging devica . OK!

Programming FLASH .. QK
Reading FLASH .. OK!
FLASH conterts is equal to file.. OK

Leaving programming mods.. QK]
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Multi-Target Board

AN
+SUPPLY: l = l
scope Target
-SuU PPLT—T—
AN

Measuring across VCC Shunt
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Multi-Target Board

XNESALEA®A ' WS S kok sk kok ok R
y < Grrie

™8 ;pis - ra
cie JPis s P24

pomenn | 08 T Y ChipWhisperer. zom,
= S— - A
u Lk
- ui

* "D
13
mmmm

* *TXD
. TRIG

AL* *cLkosc

LNAIN

20dB

+SUPPLY:
5COpe ———— Target
-SUPPLY —gp— |

M
Measuring across VCC Shunt

26
N A e e e e s A R e AR e e s AR AR e e T AR A e e e e e AR N AR T e e N e T A



L U U T U O U U B
Multi-Target Board

Chlplmi:mur.:m.
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Design Requirements

* Allow Scripting
— Load script into program for initial configuration

— Run entire program from script

* Run Capture vs. Analysis Separately

— Allow saving captured traces to custom formats
(e.g. MATLAB)
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Scripting

#Make the application
app = cwc.makeApplication()

#Get main module
capture = cwc.ChipWhispererCapture()

#Show window - even if not used
capture.show()

pe()

#Call user-specific commands
usercommands = userScript(capture)

usercommands.run()
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Scripting

#Example of using a list to set parameters. Slightly easier to copy/paste in
this format
lstexample = [['CW Extra', 'CW Extra Settings', 'Trigger Pins', 'Front Panel
A', False],

['CW Extra', 'CW Extra Settings', 'Trigger Pins', 'Target 104 (Trigger
Line)', True],

['CW Extra', 'CW Extra Settings', 'Clock Source', 'Target IO-IN'],

[ 'OpenADC', 'Clock Setup', 'ADC Clock', 'Source', 'EXTCLK x4 via DCM'],

[ 'OpenADC', 'Trigger Setup', 'Total Samples', 3000],

[ 'OpenADC', 'Trigger Setup', 'Offset', 1500],

[ 'OpenADC', 'Gain Setting', 'Setting', 45],

[ 'OpenADC', 'Trigger Setup', 'Mode', 'rising edge'],

#Final step: make DCMs relock in case they are lost

[ 'OpenADC', 'Clock Setup', 'Reset DCMs', None],

]

#Download all hardware setup parameters
for cmd in lstexample: cap.setParameter(cmd)
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Scripting

print "Loading CW-Extra Module"
usi = cwe.CWUniversalSerial()
usi.con(cap.scope.qgtadc.sc)

usi.setBaud(9600)

usi.setParity("even"

usi.setStopbits(2)

usi.write([0ox80,0x04, 0x04, 0x00, 0x10, None, Ox01l, Ox01, Ox01, 0Ox01,
Ox01l, Ox01l, Ox01l, Ox01l, Ox01l, Ox01l, Ox01l, Ox01l, Ox01l, Ox01l, Ox01, ©0x01])

time.sleep(0.05)

usi.read(16, startonly=True)
usi.write([0x80,0xC0, 0x00, 0x00, 0x10])
p = bytearray(usi.read(16, waitonly=True))
for t in p:

print "%2x "%t,
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sl

File Project Tools Windows Help

General

Parameter

Points
Traces

Bl Pre-Processing

Module #0 Diaital Filter

Xz

Module #1 Disabled
Module #2 Disabled

Module
Post-Processing
Bl Result Collection
4 |nput Trace Plot

Data

Enabled
Redraw after Each {slower}
Trace Range (0, 1)
Point Range (0, 3000)
Redraw
General Preprocessing Attack Postprocessing
Script Commands

L ALLACK , ALLACKEU BYLES , BYLE LU, { VISIDIE :
['Attack’, 'Attacked Bytes', 'Byte 11', {'visible":
['Attack’, 'Attacked Bytes', 'Byte 12', {'visible":
['Attack’, 'Attacked Bytes', 'Byte 13', {'visible":
['Attack’, 'Attacked Bytes', 'Byte 14', {'visible":
['Attack’, 'Attacked Bytes', 'Byte 15', {'visible":
['Attack’, 'Attacked Bytes', 'Byte 16', {'visible":
['Attack’, 'Attacked Bytes', 'Byte 17', {'visible":
['Attack’, 'Attacked Bytes', 'Byte 18', {'visible":

ITUE; |
True}]
True}]
True}]
True}]
True}]
False}]
False}]
False}]

& x Python Console

ChipWhisperer Analyzer V2 - teesttt.cwp*

Waveform Display

0.4

0.2

-0.2

_ ol

g X
X Y YI v v X
Power Trace View
2000 3000
2000 3000
Samples
Waveform Display QOutput vs Point Plot PGE vs Trace Plot
Debug Logging 8 x
sSlupcaanipienarc i wunnygine — v
notes from configfile = 2
scopeName from configfile = unknown
scopeXUnits from configfile = 0
targetSW from configfile = unknown
targetHW from configfile = unknown
scopeYUnits from configfile = 0
0
1 v
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ChipWhisperer Analyzer V2 - teesttt.cwp*

File Project Tools Windows Help

Attack & X Results Table & X
N
Parameter Value 0 1 2 3 4 5 6 7 8 9 10 1 12 13A
Byte 13 )
PGE 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Byte 14 )
Byte 15 5 , 8 7E 15 16 28 AE D2 A6 AB F/ 15 88 09 CF
Point Setup 0.9530 0.9804 0.9596 0.9785 0.9550 0.9673 0.9374 0.9739 0.9605 0.9655 0.9746 0.9744 0.9623 0.94¢
Points Same across Subkeys¥] ~ , 07 8 08 F1 8 17 99 28 E6 66 79 D4 TE 6F
Starting Point o : 0.6312 0.6154 0.6472 0.6796 0.6332 0.5844 0.6135 0.6718 0.5794 0.6288 0.6772 0.6337 0.6317 0.615
P —— 3000 - , C8 3¢ EB 71 AT 77 48 6C 8 BA 70 41 02 81

0.5879 0.6148 0.6009 0.6096 0.6296 0.5723 0.5975 0.6448 0.5705 0.5980 0.6087 0.6021 0.6154 0.592
Copy from Output Graph F7 D3 2E 68 25 48 F4 4k 7B 07 BB AF 14 EF
0.5816 0.6099 0.5890 0.5874 0.5860 0.5704 0.5781 0.5866 0.5646 0.5898 0.5912 0.5923 0.6059 0.58¢
69 A3 95 ES E4 B7 52 87 67 67 45 01 40 6D
0.5786 0.6015 0.5862 0.5799 0.5743 0.5650 0.5731 0.5731 0.5628 0.5884 0.5907 0.5910 0.5950 0.57¢

Trace Setup 5 AF 8A 82 64 18 ES 72 0C CE Cc4 07 Ad 77 05

Copy from Trace Graph 4

Starting Trace 0 ) 0.5743 0.6010 0.5848 0.5621 0.5724 0.5591 0.5689 0.5663 0.5602 0.5864 0.5889 0.5817 0.5850 0.577
Traces per Attack 49 ) 6 3A Ab 45 F9 67 22 A6 88 02 81 E4 99 1C 96
Attack Runs 1 ) 0.5697 0.5997 0.5833 0.5573 0.5683 0.5553 0.5675 0.5645 0.5601 0.5847 0.5826 0.5753 0.5691 0.57¢
Progressive CPA 7 76 62 c1 5A DC 5D E2 E4 A1 FD TF 84 6F 92
Reporting Interval . E= 0.5642 0.5943 0.5822 0.5513 0.5646 0.5525 0.5647 0.5614 0.5590 0.5828 0.5728 0.5753 0.5641 0.572
lteration Mode Breadth-First 5 BD AA 34 18 94 F5 CF 6R an FC N1 F4 99 46 v
< >
Skip when PGE=0 [] ) v
General Preprocessing Attack Postprocessing Results Waveform Display Results Table Output vs Point Plot PGE vs Trace Plot
Script Commands & X | Python Console & x Debug Logging a8 X
[ ALLACK , ALLHUKED BYLWES |, BYLWE LU, { VISIDIE T ITUE§ | e
['Attack’, 'Attacked Bytes', 'Byte 11', {'visible': True}] “ diffs[key] = sumnum / np.sgrt(sumden) (A
['Attack’, 'Attacked Bytes', 'Byte 12", {'visible": True}] c:
['Attack’, 'Attacked Bytes', 'Byte 13", {'visible': True}] \users\colin\workspace\chipwhisperer\chipwhisperer\sof
['Attack’, 'Attacked Bytes', 'Byte 14', {'visible': True}] tware\chipwhisperer\analyzer\attacks\CPAProgressive.py
['Attack’, 'Attacked Bytes', 'Byte 15', {'visible': True}] :178: RuntimeWarning: invalid value encountered in
['Attack’, 'Attacked Bytes', 'Byte 16', {'visible': False}] divide
['Attack’, 'Attacked Bytes', 'Byte 17', {'visible": False}] e diffs[key] = sumnum / np.sgrt(sumden)
['Attack’, 'Attacked Bytes', 'Byte 18', {'visible': False}] e C:\Python27\lib\site- v
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Qutput vs Point Plot & X
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Waveform Display Results Table Output vs Point Plot PGE vs Trace Plot
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Average Partial Guessing Entropy (PGE) with Oscilloscope
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USAGE EXAMPLES
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Example: Glitching on UART Byte
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ms Pico Technology www.picotechcom
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Example: Glitching on UART Byte

—————

5618
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PicoScope Version #1

21 <>
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PicoScope Version #2
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Capture Speed Results

Capture Hardware Attack Target Target Points |Traces,/ Second
Connection /Trace|Win7| Linux
ChipWhisperer Rev2| SASEBO-GII USB 100 | 14.8 | 28.3
ChipWhisperer Rev2|AVR, 38400 Baud| FPGA-Serial S000 | 11.3 | 3.91
ChipWhisperer Rev2|AVR, 38400 Baud| FPGA-Serial 200001 7.04 | 3.78
ChipWhisperer Rev2|AVR, 38400 Baud USB-Serial S000 | 18.2 18.9
ChipWhisperer Rev2 Smart Card P5/5C Reader | 3000 | 7.40 | 6.62
SAKURA-G SAKURA-G Integrated 400 | 6.67 | T.18
SASEBO-W SmartCard FPGA-USI 3000 (0.271] 0.279
SASEBO-W SmartCard FPGA-SmartCard| 3000 | 1.49 1.52

Agilent MSOH4831D | SASEBO-GII USB 1500 | 8.01 —

Picoscope 6403D SASEBO-GII UsB 1500 | 12.1 13.6
PicoScope 6403D SAKURA-G USB 1500 | 15.4 ] 29.6
PicoScope 54448 [AVR, 38400 Baud USB-5Serial 12000 | 16.4 | 5.63

L U i T
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Questions?

Code: www.ChipWhisperer.com

Docs: www.newae.com/sidechannel/cwdocs

Contact Me: coflynn@newae.com
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